Protocol Validation System
for On-Board
Communications

— Response to Tender AO5819 — Call for outline
proposals under the Greek Industry Incentive Scheme
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Project Objectives

M Provide an open, integrated Real-time

protocols

validation environment for (SpaceWire-RT,

FlexRay, TTP)

SpW protocols

Custom

SpaceWire Protocols
Networks

B Address the validation
requirements for new on-
board communication

CCsDS
SySte ms Other Networks protocols

(CAN, 1553,
Ethernet)

M Assist to extend the domain
of SpW applications
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Features and areas of use I

Main Features Areas of Use

e Protocol Emulation e Rapid prototyping

e Protocol Validation

Functional Testing

e Conformance Testing Interoperability Testing

e Traffic Generation Network Monitoring

e Observation e Stress Testing
|
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TELETEL Profile
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B TELETEL S.A. established in 1995
 HQ: Athens
* R&D Branch: Northern Greece (loannina)

* Repres. Offices: Stuttgart, London, Boston, Limassaol,
Hyderabad (India)

B Telecoms & AeroSpace Development Company

@ RoloNA@‘ = State-of-the-art Design & Development Tools
= S/W & H/W Engineers: 30 (Ph.D., M.Sc., B.Eng.)
S} = Quality Assurance (ISO 9001:2000, NATO Clearance)
B 70% of Turnover by Major International Customers
]
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company specializing in the areas of:

B Telecommunications
B Switching Systems, Interworking Units & Terminals
M Testing & Validation Systems, Network Monitoring

M Avionics & Space
M Satellite Positioning (EGNOS, GALILEO)
M Avionics sub-systems
B Test benches and Simulations
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TELETEL Profile
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TELETEL has successfully completed projects with major companies,
including:

ALCATEL-LUCENT (Germany)
THALES AIR DEFENCE (France)

THALES COMMUNICATIONS (France) OTE S.A. (Greece)

EUROPEAN SPACE AGENCY (ESA) COSMOTE S.A. (Greece)

MOTOROLA Ltd (UK) THALES ELECTRONIC SYSTEMS (Greece)
SIEMENS ICN s.p.a. (ltaly) HELLENIC AEROSPACE INDUSTRY (Greece)
SAGEM S.A. (France) HELL. NAT. METEOROLOGICAL SERVICE
MBDA (France) FRIGOGLASS S.A. (Greece)

SOLINET GmbH (Germany) MILTECH HELLAS S.A. (Greece)

MINISTRY OF DEFENSE (Greece)
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Protocol Validation System Architecture Overview

Protocol Validation System for on-board communications

Graphical Development

Validation and Protocol Analysis /

Test Suites Traffic Profiles Decoding Profiles ¢ Dev.elopment
Libraries Libraries Libraries environment

o Emulation/Validation
environment

o Conformance Tester

e Traffic Generator

e Protocol Analyser

Command and data Memory access File transfer Message transfer
acquisition protocols protocols protocols protocols

| Protocol Execution Engine |

| Hardware Abstraction Layer |

Real-time protocols (SpaceWire-RT, FlexRay, TTP etc.)

Other (Ethernet,
CAN, 1553)

| SpaceWire Physical |

Bl +Based on SAFIRE platform (www.safire-world.com)
l\\\l\h\_
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SAFIRE Overview
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= Rapid Prototyping of event based systems (SDL/C)
= Protocol / Signaling Monitoring and Analysis

= Functional Testing / Simulation
= Device or Network Emulation

= Background Traffic Generation
= Analysis of Traffic Quality

= Conformance Test

|
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SAFIRE DrAatAa~nAla CirirnimAardiAaA
FIOoLuUOCLvuUlo O lJIJUILUU
= INAP/CAMEL = GSM = GPRS = UMTS = |P-VolIP = SIGTRAN
= CS-1 . Abis . = IuCSCP = H.323 = SCTP
= CS-=2 . A . of = IUPSCP = SiP = IUA
= CAMEL (1,2,3,4) - B A=A = MGCP = MPA
= National Variants " MEGACO " M2UA
= C C = SIP-T = M3UA
= D = Gn = RTP/RTCP = V5UA
- E = Gb = UDP/TCP/SCTP = SUA
= F = Gi = DUA
= G = Gs
= SS7 = |SDN = Vb5 =  |MS/NGN = Other
. MTP (L2, L3) - Q-291 - V5.1 . SIP IMS - ATM
~ TuUP = Q931 = V5.2 = BICC =  Frame Relay
- ISUP = Q.932 = Data Link Layer - Diameter =  Datacoms (X.25)
= SCCP = QSIG = Local Exchange - Megaco
- TCAP = National =  Access Network - IUA/DUA
- BICC _ Variants = National Variants - M3UA
" National Variants " RTP/RTCP
|
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SAFIRE Overview

Platform
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B SW-only solution
(Windows 2000, XP,
Vista)

B Rugged Notebook
(2 PCMCIA)

MW Portable (5+2 slots)

W 19“ Rackmount (12 slot)

|
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SAFIRE Overview

Int f ara
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CD

PCMCIA based
B Dual E1/T1/J1

PCIl based
B Quad POTS
B Quad E1/T1/J1
® Dual So
B Dual Uo
M Ethernet 10/100BT PCI
M Dual 10/100/1000BT
M Single optical 1000BT
®m STM-1 MM PCI
B STM-1 SM PCI
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SAFIRE Overview
SAFIRE Editor

[ ISR |
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= [sip_t=] - SAFIRE Editor
Fie View Took Help

8 & wie| o~ Al =lv 28] @l

TEST SUITE Overview SCENARID SIF_MG_PR_Y_00L

= i@ ot
= I3 PROCEDURES
=& ETSI
+ B ARG
+ @
-@uc
+ B3 0
+=TE
+ B3 PR
= B MG
+ & RT
+ & AR
+=|:IE
+ETE

ﬁsmnuPﬁv

= SAFIRE Toolchain

* |Integrated environment for
signaling systems

Flowe Chait | Sinte/Event Mot | Stabe Tiamitions | Asnow Diagram | Ten |

= Editor

= Very flexible state machine
based solution

L1
1] SIF‘ ME PR 'U' ooz
B SIF_MGE_PR_V_00G
B SIP_MG_PR_YV_004
B SIP_MG_PR_Y_05
B SIP_ME_PR_Y_006
@ SIP_MG_PR_V_007
@ SIP_ME_PR_V_D0G
S ME_PR_V_003
@ 5P M&_PR_V_ 00
[ SIP MG_PRV_011
B SF_MG_PR_V M2
B SIP_MG_PR_V_013
B SIF_MG_PR_YV_ 4
B SIP_MG_PR_Y 5
SIP_MG_PR_V_IME

+ B3 SIP_MG_PRI
+ &3 RD

I SIP_Tostue_Tess

= & MISC

« &3 RTP_TEST

= SDL based presentation

= Intuitive, graphical editing

= Framework test suite includes
examples
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SAFIRE Applications — Network Monitoring

O Network Monitoring

¢2esa

€ Signaling capture & decode

€ Over 1,000 specifications
€ IP and legacy interfaces

¢ Filtering for fast & accurate analysis

& Start/Stop triggers

€ Arrow diagram view
9 CDR creation

€ CDR with QoS metrics

SIP] - SAFIRE Tracer: Paused

File Edit

View Capture  Filter

D@ & al-|als] &[T =

Configure  Help

&1 [CDR SIP] - SAFIRE Tracer: Paused

File Edit Wiew Capture Fiker Configure Help

D||E| o »|»|als| &7[==

112(3] afv m| ctlot] of

1 12:1%:

*%% Start Capturing ===

Call
Call ID 2
Calling Tma
Called

Release Cause
Time Info

Start

Stop

Total 3.338
Setup 3.333
Post Dial Delay 0.311
Connected 0.005
Tear Down 0.000

Extra Info

Out Of Sequence Packets 0
Called To Calling

Payload
994
213
Ets 1}
Packets 1}

| @ [u m| cfce| | TeuFier e = huence Packets 0

Hormal Call Clearing

04.10.2007 12:19:00
04.10.2007 12:19:00

SIP
Call ID 17623a8d—cdf9-1810-8209-0013=8803
3bf@rma
From URI rma®l0 0.1 35
To URI Grandstrean@l0. 0.1.229
Media audio
Payload Types 'G.711 ulaw'
Silence Suppression
Stream Info
Calling To Called
Payload "G.711 ulaw"
'472E37313120754C6177'H
SUIOT 992
Jitter 4076
Lost Packets a
Burst Lost Packets a

"G.711 ulaw"
'472E37313120754C6177H

Rzl Tw 0

B —
10.0.1.35 I D | |

Bufter: 1600... |Used: 0%

20.0.01P UDP 5061 S060 INVITE sipirma@10.0.1.35

3 0.0.0IP UDP 5060 5061 Trying sip:rma@10.0,1.35 sip:Grandstream@10.0, 1,229

4 0.0.0IP UDP 5060 5081 OK sip:rma@10.0.1.35 sip:Grandstream@10.0.1.229

5 0.0,0 IP UDP 5061 S060 ACK sipirma@10.0.1,35 sip:Grandstream@10,0.1,229
v

T 12:10:49 568 *=x Start Capturing ==
2 12:13:00 896 Rx 0.0.0 IP UDP 5061 5060 INVITE sip:rna@l0.0.1.35
3 12:19:00 902 Rx 0.0.0 IF UDF 5060 5061 Trying sip:rna@l0.0.1 35 sip:Grandstresn@l0 0.1 229
4 12:153:01 207 Rx 0.0.0 IF UDF G060 5061 OK sip rma@®l0.0.1.35 sip Grandstream@l10. 0.1 229
S 12:13:01.212 Rx 0.0.0 IP UDP 5061 5060 ACK sip rma@i0.0.1.35 sip Grandstrean@l0.0.1.223
§ 12:13:04.223 Rx 0.0.0 IP UDP 5061 5060 BYE sip rma@i0.0.1.35 sip: Grandstrean@l0.0.1.223
7 12:13:04.234 Rz 0.0.0 IF UDF 5060 5061 OK sip rma@l0.0.1.35 sip:Grandstream@l(.0.1.229
[SIP Filter Active: [ R 30 (61 T 0 [ 1B000K Used: 0% |
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Network Monitoring - RTP QoS Analysis

O Traffic Quality Analyser
€ Monitors Network Traffic
€ Auto Detects RTP Streams
€ Measures Quality Metrics
¢ Jitter, Delay & Packet Loss
€ Real-Time Charts
€ Stream Generation, Capture &
Replay
¢ Integrates with Signaling

Toactarc
ICOLTI O

-
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Soft Switch

Ethernet Interface
VA

VolIP Client VolIP Client

T

RTP Traffic
Quality Analyzer

Protocol Analysis '
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SAFIRE Applications - Conformance Testing

O Conformance Testing

€ Supports international standard bodies ITU, ETSI and
ANSI

# Broad range of conformance test suites
SIP, H.323, MGCP, Megaco, SIP-T, SIP-IMS

SCTP, M2UA, M2PA, M3UA, IUA, V5UA, DUA, SUA
ISU P’ ISDN & [SBUS3_TS] - SAFIRE Campaigner AEE

File Options Tools Help

¢ Validated by open ACATS Forum |z =™

Log List:

13:50:49,866: Start campaign

‘ Read y _t O _r u n S O I u t I O n 13:50: 49,866 Mok using test suite configuration data

13:50:50,069; Load Act_Masker

£ [

Curren t: 4 Total: 4 Pass: 4 Fail: 0

¢ Automated test case execution
€ Presentation of test results = ' )
€ Export of test results

nnnnn -0 Stopped: O En

|

0,703

13:50:51.022

-
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SAFIRE Applications - Traffic Generation

O Traffic Generation

#U ISUP Traffic Generator

‘ SIP, ISUP or INAP sat | oo | Reset |

¢ Background traffic generation | yyyyyyyyuns | miun | xxxuns
‘ Supports mixed interfaces MMMMMMJJJJMMJJ_IJMMM
® Configurable call profiles H";‘ . o

€ Graphical control & status flgetlie. QOGRACY O ‘

€ Online statistics & logging
¢ Proven in long-term testing
€ 20+ CPS (72000 BHCA)

€ Up to 30 simultaneous calls
€ Expandable for RTP support (SIP)

<. Ethernet/SIP_ SIP Server

\ Wﬁ& Traffsi?gleieE rator
esa teletel
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us> R&D Case: AFDX Validation with SAFIRE

= AFDX Network Monitoring

= 12 x 1Gbps physical links with high utilization ratio (100ns
time resolution)

= Provide statistics, performance indicators and frame errors ANyl o

!

= |nspection and Verification of

= Inter Frame Gap (IFG)

®)

= Jitter per Virtual Link

= Bandwidth Allocation Gap (BAG) per Virtual Link TAP AFDX Switch
= Time Skew in Redundant Physical Links i
= AFDX Fault Injection | aroxwonforme
'! »j@*‘,,,,,,,J
= Generate and transmit frames with user defined errors —
_ _ SAFIRE AFDX Test Tool
= MAC layer errors including CRC — Sequence Number errors,
short IFG and frame size errors
= UDP, IP protocol header errors
|
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Two-phase approach

B Phase 1 (current contract):

» Requirements capturing & analysis, based on requirements by ESA and
Astrium, and top level partitioning

» Technology review on related technologies, tools and protocols
» Selection of SpW-RT and SOIS protocol features for validation
» Realisation of the experimental validation environment based on SAFIRE
» Validation of the selected SpW-RT and SOIS protocols features
» Development plan and roadmap for the development of the full PVS
B Phase 2:

» Full PVS system design, development validation

_
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Phase 1 Schedule

‘ TO = 16t February 2009 ‘

v

IT | Task Name MR M ME ME M ME WE| M7 W] W3] WO WA MiZ] M2 WA WIS MG M7
1 WP - Pﬂ]js(:‘t Ilun.amrrnrlt 1
2 Taek 1.1: TELETEL managemeant MO O O O O O O O O T T LTI ]
k] Task 1.2 AsTium management MM O O O O O O O OO O O 0 T ]
4 Klzk-C Mesling and Contract Signature ]
5 R-11 Parlodic Progresa reporis [+ B +] [+ T+ I ] [+ I+ B+ 0 o
16 F-12: Firal Repart ]
T F-13: Technlcal Data Package =
1B F-14: Summary Repart ]
i F-15: Exzculive Surmmary Repart =
il F-16: Absiract ]
] C-11: Brochure [}
I C-12 Wab SHie [
I3 |'WWPZ - Bystam requirements analysls ] —
=3 Tagk 2.9: Requiemenis fram Astum
= Tagk 2.7 Requiremenis from E54 and olfer sources
26 Task 2.2 Requiremenis baseline spadiicalion and sysiem parttioning
T TH 201: Reguirsments baseline and sys=m lap-evel pariticning (IRC.RE;5R7) E
IE | WP3 - Technalogy review —
= Tagk 3.7: Technology review on refaad technziogles and fools
17 Tagk 3.7 Selecton of e bechnologiss ard ihe rea-iime protoca *ealures and characlenstics
H Th 301 - Technclogies and protosals selzctian ]
32 | WP - Protocol valldation eystem prototyping and avaluation [ ]
= Tagk 4.7: Seiup of the evaluation environment
4 TaeEk 4.2 Implemenistion of the reak-ime protocol feaiures and characlensics and the 251 BRENEND5 (ENINERINERIRNRR NN RRNNNENNIN] ]

3 | Taek 4.2 Svaluaton of ihe profocal valldaton syshem probotype ESEEEE1 BEEE
E TH 411; Protocnl valldation system firel probotype T
T TH 421: Evaluation report
3E | WPS - Technalogy devalopmant plan —
= Tagk 5.7: Definiicn of the archibeciual decomposiian and technical appraach [EEEEEEE
a0 Tagk 5. Definiicn of the system development and valldation plan [H
] TH-501: PWS [eChnical appraach and Cevelopment pian ’|
47 F-51: Commercial Evaluation Repart ]
43 | WPE - Boftwara guarantes
Ad Task §.1- Softeare malntenance MM O OO I ]
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= PC based

= Graphical set-up of validation
experiments

= Mixed HW-SW implementation
= Reconfigurability
= Execution of real-time scenarios

= Embedded processor for SOIS
subnetwork convergence

= SpW, parts of RMAP, SpW-RT
implemented in FPGA

-
W
{=esa

Phase 1 Demonstrator

Host Platform

Embedded
Processing

FPGA
Logic

Protocol Validation System for On-Board Communications

SAFIRE (Windows XP Platform)

Configuration
System Tracer &
Control

Test Scenarios

| SOIS Application Support Layer Services |

| SAFIRE Execution Engine |

| Drivers |

High performance acceleration board (COTS)

SpaceWire - RTv2.1 Selected SOIS subnetwork

services
| RTOS
Selected SOIS Services
acceleration and Host I/F
| SpaceWire - RTv2.1 | RMAP (PCI/PCI-X,
PCle)
| SpaceWire (ECSS-E-50-12A)

Embedded Processor

High Gate Count FPGA

On board memory (GBytes SO-DIMM)
LVDS XCeivers (SpW signal Level)

N
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Contact Details

teletel

124, Kifissias Avenue
115 26 Athens, Greece
Tel: +30 210 6983393
Fax: +30 210 6983391
email: RTD@teletel.eu
http://www.teletel.eu
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